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38 The challenges of enforcing cybercrime
laws in the age of E-governance:

A literature review

Manuj Darbari®, Naseem Abmed®, and Abhishek Kumar Singh*

Faculty of Law, Integral University, Lucknow, India

Abstract: E-governance and cybercrime legislation are contrasted in this study. The gap might impair cyber-
crime investigations and prosecutions by law enforcement. Breaking this gap is difficult due to cybercrime’s
rapid expansion, worldwide nature, lack of resources, and evidence collection. The paper advises new cyber-
crime laws, international cooperation, training and resources, and awareness to close the e-governance and
cybercrime legislation gap. Weighing e-governance and legal gaps with decision science. The study claims deci-
sion science can protect government websites and data from hackers. The research shows a huge e-governance
and cybercrime law gap that must be filled. The idea calls for a law enforcement cybercrime unit and technology.

Keywords: e-governance, cybercrime, law gap, awareness, risk assessment, mitigation strategies

1. Introduction

The rapid growth of e-governance has created sev-
eral challenges for law enforcement agencies. These
agencies are often ill-equipped to deal with cyber-
crime, which is a rapidly evolving threat. As a result,
there is a growing gap between e-governance and
cybercrime law [1].

E-governance refers to the use of information and
communication technologies (ICTs) to deliver gov-
ernment services to citizens, businesses, and other
stakeholders [2]. It has become increasingly impor-
tant in recent years, as governments have sought to
improve efficiency, transparency, and accountability.

Cybercrime can range from simple hacking to
sophisticated fraud and identity theft. Cybercrime is
a major problem, with the estimated cost of cyber-
crime to the global economy reaching $6 trillion in
2021.

The e-governance and cybercrime law [3] gap
refers to the mismatch between the laws that Gov-
ern e-governance and the laws that are used to pros-
ecute cybercrime.

Challenges in Addressing the E-governance and
Cybercrime Law Gap.

There are a number of challenges in addressing
the e-governance and cybercrime law gap. These
challenges include:

¢ The rapid evolution of cybercrime: Cybercrime
[4] is a rapidly evolving threat, and new types of
cybercrime are constantly emerging. This makes
it difficult for law enforcement agencies to keep
up with the latest trends.

e The challenges of gathering evidence: Cyber-
crime evidence can be difficult to gather and
preserve. This is because cybercrime often leaves
no physical traces, and the evidence can be eas-
ily deleted or tampered with.

1.1. Ways to address the e-governance
and cybercrime law gap

There are a number of ways to address the e-gov-
ernance and cybercrime law gap. These include:

¢ Improving international cooperation: Govern-
ments need to improve international coopera-
tion to combat cybercrime. This includes sharing
information and resources, and developing

*manujuma@student.iul.ac.in; "amdnaseem@iul.ac.in; “abhiksingh@iul.ac.in

DOI: 10.1201/9781003606635-38



