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ABSTRACT

The growing complexity of cyber threats has made Security Operations Centers
(SOCs) essential for real-time threat detection, incident response, and infrastruc-
ture protection. However, traditional black-box Al models often reduce trust and
transparency in cybersecurity decisions. This chapter explores human-centered
Explainable Artificial Intelligence (XAl) for improving interpretable threat detec-
tion, anomaly analysis, risk prioritization, and analyst decision-making. It also
presents an AloT-based “Explainable Intelligent SOC Monitoring System for Smart
Enterprise Networks” integrating loT network sensors, edge devices, Al intrusion
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detection, SHAP and LIME explainability, federated learning, and adaptive alert
prioritization. A real-time SOC dashboard provides attack explanations, threat
scores, and response support. Human—Al collaboration, analyst feedback, fairness,
bias mitigation, trust, accountability, and regulatory concerns are also discussed to
support more transparent, reliable, and trustworthy cyber defense systems.

1. INTRODUCTION TO HUMAN-CENTERED CYBERSECURITY

A human-centered approach to cyber security puts people, situation awareness,
and decision accountability at the forefront of cyber defense activities. The modern
Security Operations Center (SOC) generates immense amounts of alerts related to
endpoints, cloud services, identities, industrial assets, and Internet of Things (IoT)
devices. Machine learning technologies assist with the analysis of those volumes,
but the utility of machine learning hinges upon human capability to interpret results.
An alert without an explanation can make people feel even more hesitant when it
comes to responding to a threat in a time-sensitive environment. A human-centered
approach to machine learning tries to decrease fatigue among analysts, improve the
quality of triaging processes, and produce data that can be used to make justified
decisions (Arrieta et al., 2020; Adadi & Berrada, 2018).

1.1 Need for Trustworthy Security Automation

Alert fatigue, understaffing, and attack campaigns with better coordination are
some of the challenges faced by security analysts today. Automation is inevitable as
reviewing every alert manually becomes difficult. However, over-reliance on automat-
ed processes can result in blind spots for security analysts when the rationale behind
a model's decision that a certain event was malicious remains unknown. Reliable
automation would require accurate output results, explanations of how the results
were reached, indicators of confidence levels of those results, and opportunities for
feedback. It would need to allow analysts to understand why an event was scored
a certain risk level and help them identify the most critical cases from background
noise (Ali et al., 2023; Ribeiro et al., 2016). Figure 1. illustrates a human-centered
artificial intelligence (AI) workflow for security operations centers, integrating
network sensors, cloud logs, Al detection, explainability, analyst decision support,
response actions, and feedback learning.
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