
 



Computational Intelligence 
Applications in Cyber Security

The book provides a comprehensive overview of cyber security in Industry 
5.0, data security in emerging technologies, block chain technology, cloud 
computing security, evolving IoT and OT threats, and considerable data 
integrity in healthcare. The impact of security risks on various sectors is 
explored including artificial intelligence in national security, quantum com-
puting for security, and AI-driven cyber security techniques. It explores 
how cyber security is applied across di�erent areas of human life through 
computational modeling. The book concludes by presenting a roadmap for 
securing computing environments, addressing the complex interplay between 
advanced technologies and emerging security challenges, and o�ering 
insights into future trends and innovations for sustainable development.

This book:

• Analyzes the use of AI, support vector machines, and deep learning 
for data classification, vulnerability prediction, and defense.

• Provides insights into data protection for Industry 4.0/5.0, cloud 
computing, and IoT/OT, focusing on risk mitigation.

• Explores block chain’s role in smart nations, financial risk manage-
ment, and the potential of quantum computing for security.

• Examines AI’s applications in national security, including India’s AI 
strategy and securing smart cities.

• Evaluate strategies for data integrity in healthcare, secure IoT 
platforms, and supply chain cyber security.

The text is primarily written for senior undergraduate, graduate students, 
and academic researchers in the fields of electrical engineering, electronics 
and communication engineering, computer engineering, and information 
technology.

  

 



 



Computational 
Intelligence Applications 

in Cyber Security

Edited by

Suhel Ahmad Khan, Mohammad Faisal, 
Nawaf Alharbe, Rajeev Kumar and    

Raees Ahmad Khan

 

 



Designed cover image: shutterstock

First edition published 2025
by CRC Press
2385 NW Executive Center Drive, Suite 320, Boca Raton FL 33431

and by CRC Press
4 Park Square, Milton Park, Abingdon, Oxon, OX14 4RN

CRC Press is an imprint of Taylor & Francis Group, LLC

© 2025 selection and editorial matter, Suhel Ahmad Khan, Mohammad Faisal, Nawaf Alharbe, 
Rajeev Kumar and Raees Ahmad Khan; individual chapters, the contributors

Reasonable e�orts have been made to publish reliable data and information, but the author 
and publisher cannot assume responsibility for the validity of all materials or the consequences 
of their use. The authors and publishers have attempted to trace the copyright holders of all 
material reproduced in this publication and apologize to copyright holders if permission to 
publish in this form has not been obtained. If any copyright material has not been acknowledged 
please write and let us know so we may rectify in any future reprint.

Except as permitted under U.S. Copyright Law, no part of this book may be reprinted, 
reproduced, transmitted, or utilized in any form by any electronic, mechanical, or other means, 
now known or hereafter invented, including photocopying, microfilming, and recording, or in 
any information storage or retrieval system, without written permission from the publishers.

For permission to photocopy or use material electronically from this work, access www.
copyri ght.com or contact the Copyright Clearance Center, Inc. (CCC), 222 Rosewood Drive, 
Danvers, MA 01923, 978- 750- 8400. For works that are not available on CCC please contact 
mpkbookspermissions@tandf.co.uk

Trademark notice: Product or corporate names may be trademarks or registered trademarks 
and are used only for identification and explanation without intent to infringe.

Library of Congress Cataloging-in-Publication Data
Names: Khan, Suhel Ahmad, editor. 
Title: Computational intelligence applications in cyber security / 
edited by Suhel Ahmad Khan, Mohammad Faisal, Nawaf Alharbe,  
Rajeev Kumar, Raees Ahmad Khan.
Description: First edition. | Boca Raton, FL : CRC Press, 2025. |
Includes bibliographical references and index.
Identifiers: LCCN 2024027981 (print) | LCCN 2024027982 (ebook) | 
ISBN 9781032470597 (hardback) | ISBN 9781032865751 (paperback) |
ISBN 9781003514312 (ebook) 
Subjects: LCSH: Computer security–Technological innovations.
Classification: LCC QA76.9.A25 C619 2025 (print) | LCC QA76.9.A25 (ebook) |
DDC 005.8–dc23/eng20240809 
LC record available at https://lccn.loc.gov/2024027981
LC ebook record available at https://lccn.loc.gov/2024027982

ISBN: 9781032470597 (hbk)
ISBN: 9781032865751 (pbk)
ISBN: 9781003514312 (ebk)

DOI: 10.1201/ 9781003514312

Typeset in Sabon
by Newgen Publishing UK

 

 



v

Contents

Preface  xi
About the editors  xv
Contributors  xvii
About the book  xxiii

 1 A transition from Industry 4.0 to Industry 5.0: securing 
Industry 5.0 for sustainability  1
SANDEEP KUMAR VERMA, VISHAL VERMA, AND   

MD TARIQUE JAMAL ANSARI

1.1 Introduction 1
1.2 The basic driving technologies involved in Industry 4.0   

and Industry 5.0 3
1.3 Need for industry migration 7
1.4 The transition from Industry 4.0 to Industry 5.0 7
1.5 Paradigm in Society 5.0 11
1.6 Conclusion and future scope 12

 2 Security estimation of software by support vector 
machines: defence perspective  16
AMITABHA YADAV, SYED ANAS ANSAR, MANU GAUTAM,  

SAKSHI PANDEY, TUSHAR CHANDRA, AND KHUSHI NAIK

2.1 Introduction 16
2.2 Data classification- based technologies 17
2.3 Data classification process 19
2.4 Artificial intelligence for data classification 20
2.5 Working of support vector machine algorithm 22
2.6 Parts of support vector machine 24
2.7 Implementation of support vector machine 26
2.8 Conclusion 28

 

 



vi Contents

 3 Securing Industry 5.0 data through unified emerging 
technologies  31
ARCHANA SINGH, KAVITA SAHU, AND BINEET KUMAR GUPTA

3.1 Introduction 31
3.2 Industry 5.0: evolution 32
3.3 Data security in Industry 4.0 and Industry 5.0 34
3.4 Practical utility data security in enabled technologies of 

Industry 5.0 36
3.5 Discussion 44
3.6 Conclusion 45

 4 Blockchain technologies: shaping futuristic smart countries  49
ABHAY KUMAR YADAV AND VIRENDRA P. VISHWAKARMA

4.1 Introduction 49
4.2 Review of literature 53
4.3 Conclusion 60

 5 Blockchain role in enhancing financial risk management 
in banking sector using correlation analysis  64
ABHAY KUMAR YADAV AND VIRENDRA P. VISHWAKARMA

5.1 Introduction 64
5.2 Review of literature 68
5.3 Data acquisition and input 70
5.4 Methodology 71
5.5 Conclusion 75

 6 Identification of security factors in cloud computing:    
defence security perspective  78
MOHD NADEEM, PRABHASH CHANDRA PATHAK, MASOOD AHMAD,  

AND NAFEES AKHTER FAROOQUI

6.1 Introduction 78
6.2 Literature review 81
6.3 Framework 82
6.4 Security factors of cloud computing 82
6.5 Influence of cloud computing on business operations 93
6.6 Challenges of cloud computing security 95
6.7 Conclusion 96

 7 A review on evolving technology of IoT and OT:    
security threats, attacks, and defenses  100
ADITYA PRATAP SINGH AND KAVITA SAHU

7.1 Introduction 100

 



Contents vii

7.2 Literature review 101
7.3 Background 102
7.4 Risks versus future trends 104
7.5 Problems of Internet of Things 105
7.6 Some IoT attacks that are performed on a global level 109
7.7 Problems of cyber security in OT 115
7.8 IT/ OT convergence 116
7.9 Conclusion and future work 116

 8 Managing big data integrity for IoT healthcare 
information systems  122
SARITA SHUKLA, BINEET KUMAR GUPTA, PALLAVI SOMVANSHI, AND 

MUKESH MISHRA

8.1 Introduction 122
8.2 Risks to data integrity: current trends 123
8.3 Relevant study initiatives 126
8.4 Research purpose/ objective 127
8.5 Methodology 127
8.6 Conclusion 135

 9 Secure, low- latency IoT cloud platform enhanced by fog 
computing for collaboration and safety  141
ERAM FATIMA SIDDIQUI AND SANDEEP KUMAR NAYAK

9.1 Introduction 141
9.2 Potential security threats in cloud 142
9.3 Architecture of cloud- IoT model ensuring security 144
9.4 Role of latency in depreciating performance of cloud– IoT 

model 146
9.5 Combined security and latency issues in layered cloud– IoT 

architecture 148
9.6 Countermeasures for security and latency in layered   

cloud– IoT model 154
9.7 Fog computing as a supportive intermediary for   

cloud– IoT model 157
9.8 Conclusion 160

 10 Analyzing the impact of security risk for securing 
healthcare information systems  164
KAVITA SAHU, R. K. SRIVASTAVA, ABHISHEK KUMAR PANDEY, AND 

KOTAIAH BONTHU

10.1 Introduction 164
10.2 Related research initiatives 165

 



viii Contents

10.3 Security risks of web- based application 167
10.4 Data breaches analysis report 172
10.5 Current scenario of healthcare web- based application 

security 175
10.6 Future work 177
10.7 Conclusions 178

 11 Revisiting supply chain management: security perspective  181
SATYA BHUSHAN VERMA AND ABHAY KUMAR YADAV

11.1 Introduction 181
11.2 Literature review 186
11.3 Theoretical model: reducing the supply chain   

channel cost 191
11.4 Discussion and analysis 193
11.5 Conclusion 197

 12 Software vulnerability prediction using deep learning on 
the unbalanced datasets  201
WASIUR RHMANN, ISHRAT AMAAN, JALALUDDIN KHAN, AND    

JAMAL AKHTAR KHAN

12.1 Introduction 201
12.2 Related work 202
12.3 Datasets used in the study 204
12.4 Proposed framework for software vulnerability   

prediction 204
12.5 Measures for evaluating performance 207
12.6 Test environment and results 208
12.7 Threats to validity of study 212
12.8 Conclusion and scope of future work 213

 13 Implementation challenges faced by artificial intelligence 
for national security  217
PRABHAT KUMAR SRIVASTAVA, BASUDEO SINGH ROOHANI,    

ROHIT AGGARWAL, AND NITIN SHARMA

13.1 Introduction 217
13.2 Literature review 218
13.3 Artificial intelligence and national security 218
13.4 India’s artificial intelligence roadmap 221
13.5 Artificial intelligence in Indian armed forces 222
13.6 India’s initiatives to use artificial intelligence for military 

applications 224
13.7 Regulatory and legal methods for managing artificial 

intelligence systems 225

 



Contents ix

13.8 Challenges faced by artificial intelligence for national 
security 226

13.9 Conclusion 231

 14 Quantum computing and new dimensions in network 
security  234
MOHIT JOSHI, ALKA, AND MANOJ KUMAR MISHRA

14.1 Introduction 234
14.2 Quantum computing 235
14.3 Gates in circuit model of computation 240
14.4 Need for quantum computing in security 240
14.5 Importance of quantum computing in security 242
14.6 Conclusion 243

 15 Cyber- security technique for profound analytics of big 
data using AI  247
MOHD HAROON, AFSARUDDIN KHAN, MANISH MADHAVA TRIPATHI,    

SHISH AHMAD, AND KALAMUDDIN AHMAD

15.1 Introduction 247
15.2 Big data analytics 247
15.3 Artificial intelligence- based cyber security approach 250
15.4 Statistical decision theory 252
15.5 Random forests 254
15.6 Neural networks 255
15.7 Natural language processing 256
15.8 Profound analytic for big data 258
15.9 Artificial intelligence- based optimization method   

for deep analytics of big data 259
15.10 Lyapunov- based feedback control cyber- security    

method 260
15.11 Conclusion 262

 16 A comprehensive examination of cloud forensics, 
including challenges and available solutions  266
NARAYAN P. BHOSALE, GAURAV CHAUDHARI,    

VIJAY KUMAR VISHWAKARMA, DHANANJAY DESHPANDE,   

AND SIDDHARTH DABADE

16.1 Introduction 266
16.2 Literature survey 270
16.3 Statistical study 276
16.4 Conclusion 276
16.5 Future scope 278

 



x Contents

 17 Pivotal role of cyber security in Internet of Things- based 
smart cities: an analytical framework for safe smart cities  282
SAURABH SRIVASTAVA, TASNEEM AHMED, AND    

NAYYAR ALI USMANI

17.1 Introduction 282
17.2 Cyber security’s role in smart cities 283
17.3 Internet of Things role in smart cities 285
17.4 Analytical framework for safe and secure smart cities 287
17.5 Modern technologies in smart cities 288
17.6 Cyber security concerns in smart cities 289
17.7 Cyber security issues 291
17.8 Conclusion 295

 18 Securing information systems through quantum 
computing: Grover’s algorithm approach  299
MOHD NADEEM, AMAL KRISHNA SARKAR, AND    

MOHAMMED ISHRAT

18.1 Introduction 299
18.2 Related work 300
18.3 Methodology 302
18.4 Operation of qubits 303
18.5 Conclusion 304

Index 307

 



Please note, due to scheduled maintenance, Checkout Services will be unavailable on Saturday 25  of April 2026, between 02:30 am to 09:00

am GMT. We regret any inconvenience this may cause.

Show Path 



Computational Intelligence Applications in Cyber Security (https://www.taylorfrancis.com/books/mono/10.1201/9781003514312/computational-intelligence-applications-cyber-security?refId=182f45d0-e7d2-40b7-bc28-

74d626ca4b11&context=ubx)

(https://www.taylorfrancis.com)

th

Next Chapter (chapters/edit/10.1201/9781003514312-18/securing-information-systems-quantum-computing-mohd-nadeem-amal-krishna-sarkar-mohammed-

ishrat?context=ubx)

Chapter

ABSTRACT

Previous Chapter (chapters/edit/10.1201/9781003514312-16/comprehensive-examination-cloud-forensics-including-challenges-available-solutions-narayan-

bhosale-gaurav-chaudhari-vijay-kumar-vishwakarma-dhananjay-deshpande-siddharth-dabade?context=ubx)

By Saurabh Srivastava (/search?contributorName=Saurabh Srivastava&contributorRole=author&redirectFromPDP=true&context=ubx), Tasneem Ahmed (/search?

contributorName=Tasneem Ahmed&contributorRole=author&redirectFromPDP=true&context=ubx), Nayyar Ali Usmani (/search?contributorName=Nayyar Ali

Usmani&contributorRole=author&redirectFromPDP=true&context=ubx)

Book Computational Intelligence Applications in Cyber Security (https://www.taylorfrancis.com/books/mono/10.1201/9781003514312/computational-

intelligence-applications-cyber-security?refId=5b6bfb4f-8738-415e-afeb-f53b77e0f546&context=ubx)

Share

Pivotal role of cyber security in Internet of Things-based smart cities
An analytical framework for safe smart cities

Edition 1st Edition

First Published 2024

Imprint CRC Press

Pages 17

https://www.taylorfrancis.com/books/mono/10.1201/9781003514312/computational-intelligence-applications-cyber-security?refId=182f45d0-e7d2-40b7-bc28-74d626ca4b11&context=ubx
https://www.taylorfrancis.com/books/mono/10.1201/9781003514312/computational-intelligence-applications-cyber-security?refId=182f45d0-e7d2-40b7-bc28-74d626ca4b11&context=ubx
https://www.taylorfrancis.com/books/mono/10.1201/9781003514312/computational-intelligence-applications-cyber-security?refId=182f45d0-e7d2-40b7-bc28-74d626ca4b11&context=ubx
https://www.taylorfrancis.com/
https://www.taylorfrancis.com/chapters/chapters/edit/10.1201/9781003514312-18/securing-information-systems-quantum-computing-mohd-nadeem-amal-krishna-sarkar-mohammed-ishrat?context=ubx
https://www.taylorfrancis.com/chapters/chapters/edit/10.1201/9781003514312-16/comprehensive-examination-cloud-forensics-including-challenges-available-solutions-narayan-bhosale-gaurav-chaudhari-vijay-kumar-vishwakarma-dhananjay-deshpande-siddharth-dabade?context=ubx
https://www.taylorfrancis.com/chapters/chapters/edit/10.1201/9781003514312-16/comprehensive-examination-cloud-forensics-including-challenges-available-solutions-narayan-bhosale-gaurav-chaudhari-vijay-kumar-vishwakarma-dhananjay-deshpande-siddharth-dabade?context=ubx
https://www.taylorfrancis.com/chapters/chapters/edit/10.1201/9781003514312-16/comprehensive-examination-cloud-forensics-including-challenges-available-solutions-narayan-bhosale-gaurav-chaudhari-vijay-kumar-vishwakarma-dhananjay-deshpande-siddharth-dabade?context=ubx
https://www.taylorfrancis.com/search?contributorName=Saurabh%20Srivastava&contributorRole=author&redirectFromPDP=true&context=ubx
https://www.taylorfrancis.com/search?contributorName=Saurabh%20Srivastava&contributorRole=author&redirectFromPDP=true&context=ubx
https://www.taylorfrancis.com/search?contributorName=Tasneem%20Ahmed&contributorRole=author&redirectFromPDP=true&context=ubx
https://www.taylorfrancis.com/search?contributorName=Tasneem%20Ahmed&contributorRole=author&redirectFromPDP=true&context=ubx
https://www.taylorfrancis.com/search?contributorName=Tasneem%20Ahmed&contributorRole=author&redirectFromPDP=true&context=ubx
https://www.taylorfrancis.com/search?contributorName=Nayyar%20Ali%20Usmani&contributorRole=author&redirectFromPDP=true&context=ubx
https://www.taylorfrancis.com/search?contributorName=Nayyar%20Ali%20Usmani&contributorRole=author&redirectFromPDP=true&context=ubx
https://www.taylorfrancis.com/search?contributorName=Nayyar%20Ali%20Usmani&contributorRole=author&redirectFromPDP=true&context=ubx
https://www.taylorfrancis.com/books/mono/10.1201/9781003514312/computational-intelligence-applications-cyber-security?refId=5b6bfb4f-8738-415e-afeb-f53b77e0f546&context=ubx










Policies

Journals

Corporate

Help & Contact

Connect with us


(https://www.linkedin.com/company/taylor-

&-francis-group/)

(https://twitter.com/tandfnewsroom?

lang=en)


(https://www.facebook.com/TaylorandFrancisGroup/)


(https://www.youtube.com/user/Taylorand

Registered in England & Wales No. 3099067
5 Howick Place | London | SW1P 1WG

© 2026 Informa UK Limited



https://www.linkedin.com/company/taylor-&-francis-group/
https://www.linkedin.com/company/taylor-&-francis-group/
https://www.linkedin.com/company/taylor-&-francis-group/
https://www.linkedin.com/company/taylor-&-francis-group/
https://twitter.com/tandfnewsroom?lang=en
https://twitter.com/tandfnewsroom?lang=en
https://twitter.com/tandfnewsroom?lang=en
https://twitter.com/tandfnewsroom?lang=en
https://twitter.com/tandfnewsroom?lang=en
https://twitter.com/tandfnewsroom?lang=en
https://www.facebook.com/TaylorandFrancisGroup/
https://www.facebook.com/TaylorandFrancisGroup/
https://www.facebook.com/TaylorandFrancisGroup/
https://www.youtube.com/user/TaylorandFrancis
https://www.youtube.com/user/TaylorandFrancis
https://www.youtube.com/user/TaylorandFrancis

