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ABSTRACT 

 

One of humanity's greatest difficulties is health. In the recent decade, healthcare has 

gotten a lot of attention. Not just for sensory equipment, but also for communication, 

recording, and display equipment, technology plays a significant role in healthcare. 

It is critical to keep track of numerous medical markers as well as the post-operative 

days. As a result, the most recent trend in healthcare communication methods 

utilizing the Internet of Things (IoT) has been adopted. Due to its superior 

technology, the patient monitoring system has recently become one of the most 

significant advancements. At this time, a modern strategy is required. The underlying 

issue with the old technique is that in severe cases, health care experts must be present 

at the patient's location at all times to check symptoms on a frequent basis. To 

overcome this issue, health professionals must design a dependable patient 

monitoring system that allows them to monitor their patients remotely. The project 

is a wireless health monitoring system based on mobile devices that may deliver real-

time online information on a patient's physical status. The Raspberry Pi is employed 

as an important element of the processing in this project, as are sensors like as 

temperature, pulse/heart rate, and PIR. These sensors are wired to an Arduino board, 

and reads the sensor readings and sends them to the Raspberry Pi through serial 

connection. The sensor data is now saved in a file on the Pi, which is then transferred 

to the cloud over the Internet. Finally, this uploaded data is retrieved through the user 

app. The same data is then transferred to the patient and doctor via Firebase to further 

improve treatment by obtaining patient information in a timely manner. 

 



1 

 

 

 

 

CHAPTER 1 

INTRODUCTION
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The Internet of Things (IoT), which uses a number of interconnected devices and 

networks to deliver digital solutions and monitoring systems across healthcare 

systems, is a game-changing technology in this field. Security is a significant concern 

in the creation of an IoT-based healthcare system since it deals with sensitive and 

secret patient information. 

The internet has a significant influence on our day-to-day lives in a variety of ways. The 

basic idea behind this widely acknowledged technology is to link items to the Internet 

in a simple and effective manner. When items or devices are connected to the Internet, 

users may access and control them from anywhere in the world. These gadgets may also 

be operated with the help of computers, which allows users to configure the device 

[1],[4]. Under certain situations, the gadgets can conduct a series of operations. To 

communicate, these gadgets use sensors, microcontrollers, and transceivers. Military, 

business, healthcare, retail, and transportation are some of the most common uses of 

wireless communication networks.  

These networks can be wired, cellular, or ad hoc. In society and industry, wireless 

sensor (WSNs), actuator networks, and vehicle networks have all attracted a lot of 

interest. The rising use of Internet of Things (IoT) gadgets and IoT networks in recent 

years has made them vulnerable to different security assaults. To provide 

confidentiality, authentication, access control, and integrity, among other things, 

effective security and privacy protocols must be deployed in IoT networks. A complete 

assessment of security and privacy problems in IoT. Is presented in this research. 

Unfortunately, the bulk of these devices and apps are not built to withstand security and  
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privacy attacks, resulting in a slew of security and privacy vulnerabilities in IoT 

networks, including confidentiality, identification, and integrity of data, access control, 

and secrecy [2]. Information security is a concern for both cloud consumers and cloud 

service providers. Because there is a risk of cloud-based attacks that compromise 

security features such as confidentiality, availability, and integrity. Intrusion Detection 

Systems (IDS) are used to improve the system's security and resilience to both internal 

and external threats. The basic objective of an intrusion detection system is to identify 

an intrusion and, if required or practicable, to take steps to eliminate it. There are 

primarily two approaches for detecting intrusions [3]. 

 
The perception layer's main role is to collect healthcare data from a range of devices. 

The network layer, which is made up of wired and wireless systems as well as 

middleware, processes and transmits the information gathered by the perception layer 

with the help of technical platforms. Transport protocols that are well-designed not only 

enhance transmission efficiency and lower energy consumption, but they also provide 

security and privacy. The application layer combines medical information resources to 

deliver individualised medical services and meet the demands of end users, based on the 

target population's current status and service need. 
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Fig 1 : Structure of Medical Internet of Things. 
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Several attempts have been undertaken in the domain of IoT data processing and storage. 

Some existing relevant work in the area of IoT data protection in the cloud service may 

be summarized as follows: 

Health is a fundamental capability that people require to properly sense, feel, and act, 

and as such, it is a key step in the development of both the individual and the environment 

in which they live [3]. As a result, proper ways and means must be provided to enable 

optimal health care based on parameter monitoring and direct provision of medical aid. 

Development and application of new technologies, particularly internet Online and 

Wireless also known as internet of Things (IoT), offer a worldwide framework for the 

development of health care system infrastructure [5][2]. This results in an e-health 

system that provides a vital set of information to all participants (patients, nursing and 

medical personnel, and health insurance companies) in real time, regardless of their 

current location. In many circumstances, real-time model parameters are not accurately 

recorded in clinics and hospitals, making it difficult for hospitals to monitor patients' 

health status on a regular basis. Constant monitoring of ICU patients is also impossible. 

This method is useful in dealing with problems like these. This project is intended for 

use in hospitals to monitor and measure different characteristics such as temperature, 

heart rate, and movement. The findings may be recorded and shown on a monitor using 

a Raspberry Pi. The result is then saved in the cloud and communicated to the user's end 

application over Wi-Fi. Doctors can get the findings using an app. 
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2.1 Objectives and Limitation of the Study 

 
 

2.1.1 Objectives 

 

IoT and cloud computing are emerging revolutionary technologies that 

complement each other’s capabilities when integrated as flexible, 

scalable and efficient patient healthcare systems. The combination 

provides benefits including ease of implementation compared to 

conventional networks, enhanced information security during 

communication, quick access to records and energy savings over 

traditional modalities. IoT-cloud-based e-Health systems can 

significantly improve healthcare services and promote continuous 

systematic innovation. In IoT-cloud-based e-Health systems, underlying 

IoT networks enable communication between users, services and servers, 

with medical data stored in the cloud. 

 

2.2 Limitation of the study 

2.2.1 Priority Basis 

Ambient Assisted Living (AAL): the placement of smart objects within an 

assisted living environment that care for and assist seniors to live more 

independently. AAL applications also collect, manage, and analyze patient 

activity to allow remote monitors to react quickly to emergencies and 

accurately investigate allegations of mistreatment [1,6,8,15,18]. • Internet 

of Health Things (IoHT): smart devices with integrated mobile and cloud 
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computing capabilities used in the medical field to monitor patient data in 

real-time. Collected data can be analyzed immediately and used to diagnose 

and treat patients quickly and effectively. However, such systems are still 

vulnerable to security attacks and privacy leaks, which many researchers 

have tried to identify and rectify [1,2,4,10,16,19,20]. • Wearable Devices: a 

distinctive sub-category of IoT devices, such as smart wristbands, watches, 

shoes, shirts, caps, necklaces, headbands and eyeglasses with integrated 

sensors and microcontrollers. Most of these devices operate on the fixed 

IEEE 802.11 standard frequency [5,14]. Blockchain: a system in which a 

record of actions is maintained across several computers linked in a peer-

to-peer network. Use of blockchain technology in health systems can 

increase transparency between patients and doctors, ensure efficient 

collaboration between health organizations using smart contracts and resist 

failure and data fragmentation with its decentralized and distributed 

architecture as used in Ray et al. [21] presented blockchain technologies for 

IoT-based healthcare that are being heavily exploited and used in many 

domains. They presented consensus algorithms and platforms in IoT-based 

e-healthcare. They showed how their key features of the IoT and blockchain 

can be leveraged to support healthcare services. However, blockchains are 

inherently highly vulnerable to attack because of their transparency. 

2.2.2 IoT-cloud-based e-Health 

IoT-cloud-based e-Health system implementations are highly variable 
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and can be tailored to meet the needs of specific e-Health system 

providers. Therefore, e-Health system providers offer many different 

types of IoT and cloud computing services to allow functionality like 

continuous monitoring, preventive care, patient satisfaction tracking 

and AI-driven diagnosis. Each of these services constitutes a potential 

privacy leak that must be considered when implementing privacy 

protection measures within a given system. Growing awareness among 

end-users has made them more cautious than ever about the privacy of 

their medical data. For example, if a patient suffering from an 

embarrassing health condition had their confidential information 

leaked or disseminated on social media, it would be difficult to 

maintain their trust in the health service provider, not to mention 

extremely difficult for Proposed in Real-time the provider to rectify the 

situation such indicated in Nazir et al. [22] presented IoT for healthcare 

by using effects of mobile computing. They used a systematic literature 

review protocol and showed how mobile computing can assist IoT 

application in healthcare. The IoT in healthcare system can bring 

privacy and security in health IoT devices. Similarly, method used in 

Semantha et al. [23] analyzed the contemporary based on a systematic 

literature review to examine privacy by design frameworks in-depth 

targeted at the healthcare sector and identify the key limitations in the 

healthcare section. They propose their viable for the future research and  
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development direction for healthcare. Wu et al. [24] established a 

model based on mobile health for IoT system in social networks. The 

model is applied to a social network which user can used the model 

through APP in IoT for diagnosis and treatment. The model can modify 

the control variable, provide the most effective for hospitals. Khatoon 

et al. [25] presented a survey on application of IoT in healthcare. IoT 

for healthcare services can enhance the reliability and quality to the 

patients. The IoT in healthcare consists of sensor enabled smart devices 

that accurately data for analysis and actions. 

2.2.3 Wireless Sensor Network (WSN):  

A flexible, scalable, dynamic, cost-effective ad-hoc network of analog 

or digital devices and nodes that communicate using secure radio 

signals. They enable providers to monitor their patients in real-time. 

The communication of WSNs secured via hardware and software can 

act as an adversary to sense and challenge the individual wireless 

signals transmitting data to determine authenticity [2,19,22,24–26]. • 

Body Sensor Network (BSN): a collection of sensors connected to the 

body of a patient that transmits data wirelessly to system nodes for later 

analysis. The patient’s data is collected by the sensors, then transferred 

to the nodes using commonly accepted routing and switching protocols 

such as LoWPAN, multi-hub routing and so forth. [5,14,22,25].  

• Radio Frequency Identification (RFID): a low-cost system of physical 
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tags that continually transmit information over very low radio 

frequencies and the accompanying readers. RFID provides automatic 

identification and easy monitoring/tracking. RFID readers identify the 

tags, collect, process and transfer the data to designated servers. RFID 

tags are usually attached to the patient to collect physical health system 

parameters or are used in inventory systems to track medication and 

other miscellaneous hospital supplies and equipment. RFID has a 

protracted lifespan as the tags do not require power to operate as used 

in Fan et al. [29] presented lightweight RFID protocol for medical 

privacy protection in IoT. The application of RFID system to the 

medical system can effectively solve the problem of medical privacy. 

RFID can collect useful information and conduct data exchange and 

processing with back-end server through the reader.  

• Remote Patient Monitoring (RPM): a system that utilizes flexible 

wireless or web-based services to monitor patients without physical 

contact. RPMs are used in conjunction with WSNs, BSNs and various 

IoT devices. 

 

 



12  

 
 

Fig 2 : Process of Data Model 
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CHAPTER 3 

PROPOSED METHODOLOGY
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3.1 Study Area Description 

The project's goal is to create a dependable patient monitoring system that allows 

doctors to remotely check a patient's health state. The doctor regularly monitors the 

patient in this initiative without ever visiting the patient. Physiological characteristics 

such as temperature, heart rate, and mobility are sensed using a variety of sensors. 

These detected signals are sent to the Raspberry Pi through ADC, which converts 

analogue impulses to digital signals, allowing the data to be updated continually. Data 

is delivered to the cloud over Wi-Fi and stored, after which it is wirelessly sent to user 

end application. As a result, the doctor may view the patient's data while seated in his 

cabin. 

When the patient is in a critical situation, he takes the essential steps to help them. 

Firebase Database with Arduino UNO and ESP8266 Module. Storing data (such as 

sensor data) in a database that can be accessed from anywhere by the Internet can be 

very useful. Firebase makes it easy to store and retrieve data. This is a better option, 

which can store the data without any attack and send it from one place to another 

securely through WiFi. Due to which health service to the patient can be done 

continuously at home. 

3.2  IoT-Related Standards and Guidelines 
 

Considerations and help for designing and deploying secure IoT devices have been 

offered by the Cloud Security Alliance [8]. It tries to address some of the most typical 

problems encountered during the creation of IoT devices. A variety of tasks have been 

suggested that will enable a development company to begin improving the security 
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condition of IoT devices. 

This article includes a graphical representation of the procedures required to design 

more secure IoT devices. Despite the complexity of IoT systems, which include 

devices, gateways, mobile apps, appliances, web services, datastores, analytics 

systems, and more, this guideline focuses primarily on "devices." Our paper, on the 

other hand, highlights security and privacy functionality concerns throughout the whole 

spectrum of IoT systems. A security framework has been presented in Industrial 

Internet Consortium [25] which comprises of six interacting building blocks. These 

building blocks are organized into three layers. The top layer includes four core security 

functions, which are supported by a data protection layer and a system-wide security 

model and policy layer. The four core security functions are: endpoint protection, 

communication and connectivity protection, security monitoring and analysis, and 

security configuration management. And then they break down each layer into related 

key functions and explain the responsibility for each function. This document explains 

and positions security or related architectures, designs, and technologies. It also 

identifies procedures relevant to trustworthy Industrial Internet of Things (IIoT) 

systems. Security characteristics, technologies, and techniques that should be applied, 

and methods for addressing security, have been described. However, it lacks some of 

the security functionalities, and in particular, it does not focus on privacy issues. 
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Fig 3:: IOT Security privacy and functionality framework 

 

3.2 Work Process 

 
o In a work presented by [27], the most relevant available solutions 

regarding security, privacy, and trust in IoT have been analyzed. 

Proposals related to security middleware, secure solutions for mobile 

devices, and ongoing international projects on this subject, have been 

discussed in their work; however, the focus is more general, 

addressing authentication, confidentiality and access control, while 

we break down security and privacy requirements in more detail, 

using a framework of functionalities for all the baselines. 

Main challenges and security threats in smart home networks have 

been analyzed by Lee et al. [17], and the fundamental requirements 

in order to provide secure and confidential operations in smart homes 

are explained from the results of their analysis. Although these 

requirements have been listed, they still lack practical solutions or 

recommendations in this matter. In [28], Suo et al. have deeply 

analyzed security architecture and features, and divided IoT systems 
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into four key levels of architecture. According to this analysis, the 

security requirements for each level have been summarized. 

Furthermore, the research status of key technologies including 

encryption mechanism, communication security, protection of sensor 

data, and cryptography algorithms, have been discussed. Roman et al. 

[23] have discussed threats faced by IoT, as well as security and 

privacy foundations based on objectives in a scenario involving a 

smart meter. However, they did not give any details about practical 

baselines and guidelines showing how to achieve these foundations.  

 

Fig 4 : Security Mechanisms 

Framework Explanation  

In Figure. 5.1, we present an overview of the security and privacy 

functionality framework, including the top-level security and privacy 

concepts. The functionalities are separated into two major parts, the 

life cycle aspects of a system and the management aspects of security 

and privacy. The life cycle relates to the different phases in the life of  
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a system, while the management of security and privacy is the ability 

to put supporting functionality elements in the system. We believe 

that awareness about where we are in the life cycle is essential, and 

makes it easier to apply the right functionalities and how to do the 

appropriate security and privacy management. We use blue color to 

distinguish subtopics related to the life cycle of a system from those 

associated with the management of security and privacy, colored in 

green. The coloring makes the division clear, and gives a better 

structure of the framework, separating the two primary concerns. In 

the following, we describe each part of the framework and the related 

subtopics. For brevity, we do not expand the whole framework and 

just mention some of the aspects. For more details and complete 

expansion of the framework refer to the long version [12]. Security 

mechanisms - Different security mechanisms are illustrated in Figure. 

5.2. Security mechanisms are processes designed to detect, prevent or 

recover from a security attack in IoT devices, including: 
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Fig 5  Human resource security 

Fig 6 : Physical and environmental security 

 

Fig 7: Privacy protection 

 

• Secure, protected and trusted communications and connectivity: This 

includes information flow protection, standardizing security protocols (i.e., 

Transport Layer Security (TLS) for encryption) guaranteeing data authenticity, 

signing data, disabling specific ports and/or network connections for selective 

connectivity, etc. 

• Hardware-based security controls: product developers should eval- uate and 

implement hardware protection mechanisms, including the use of Memory 

Protection Units (MPUs), considering a Trusted 



20  

Platform Module (TPM) into IoT Devices, securing physical inter- faces, 

tamper protections, etc. 

• Protecting interfaces/application programming interface (APIs): 

Interface security is one of the critical tasks when it comes to developing 

IoT devices. IoT products interact with so many cloud services, custom-

developed smartphone apps and also peer IoT products. If APIs do not 

protect adequately, service providers might be exposed. APIs must protect 

adequately against misuse, by techniques like rate-limiting to protect 

against compromised IoT devices that attempts to flood the service, error 

handling, embedding time-stamps or counters into messaging to protect 

against replay attacks, certificate pinning to protect against sensitive data 

transmission into GET requests, etc. 

• Access control: only authorized users should have access, applications and 

services and unauthorized accesses should be prevented, user accountability 

should be enabled to safeguard their authentication information. 

Human resource security - People and contractors should understand the 

cybersecurity responsibilities suitable for their roles, and be trained about the 

importance of security and privacy. Further, to avoid misunderstanding, the user 

interfaces should be simple yet robust enough to avoid accidental mistakes. See 

Figure. 5.3. 

Physical and environmental security - The objectives of this section include 

prevention of unauthorized physical access, damage, and interference with IoT’s 
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information and premises, as well as prevention of loss, damage, theft or 

compromise of assets and interruption to the activities and operations of IoT 

devices and systems. All the equipment and processing facilities should be 

placed in secure areas and protected from physical and environmental threats. 

The functional requirements of this matter are listed in Figure. 5.4. 

Privacy protection - Personally identifiable information (PII) needs to be protected, 

according to the European General Data Protection Regulation (GDPR) regulations 

[30]. Privacy protection is also advisable to increase trust in the internet. 

Operations security - Information processing facilities should ensure correct and 

secure operation, including protection against attacks. Further, accountability 

auditing must be enabled for all events to ensure the integrity of operational 

systems, and prevent against exploitation of technical vulnerabilities. 

Decommissioning - The product must be disposed of in a secure manner at the 

end-of-life period to avoid revealing crucial information to any potential attacker. 

As a result, no further secure devices should be added to the supply chain. An 

automated decommissioning approach can give a low-cost and high-guaranteed 

method of decommissioning.  
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                               Fig 8 : Basic inputs for defining a security class 

 

3.2.1.2 Communicate Firebase(Db) to Raspberry-pi 

The Firebase Real-time Database is a cloud-hosted database. Data 

is stored as JSON and synchronized in real-time to every 

connected client. If you want to know more check out. 

First things first, you need to create a new project in your console. 

 

Fig 9: Create Database in Firebase 
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Fig 10: Permission in Firebase 

 

 

 

Fig 11: Access Real-time Database in Firebase 
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Fig 12: Security for Real-time Database in Firebase 
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Fig 13: Real-time access data to monitor url for TMC 

 

 
Fig 14: Data Transfer user information to Raspberry pi 
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IMPLEMENTATION APPROACH
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When the patient is in a critical situation, he takes the essential steps to help 

them. 

4.1 Implementation  

Firebase Database with Arduino UNO and ESP8266 Module. Storing data (such as 

sensor data) in a database that can be accessed from anywhere by the Internet can be 

very useful. Firebase makes it easy to store and retrieve data. This is a better option, 

which can store the data without any attack and send it from one place to another 

securely through WiFi. Due to which health service to the patient can be done 

continuously at home. 

In today's medicinal services framework, patients who remain at home after surgery 

are checked by an overseer or a medical career. This method may not be capable of 

continuous monitoring, because anything may change in a well-being metric in a 

matter of seconds, and if a guardian or attendant is not there at the moment, more 

significant injury can occur. As a result of this invention, a period has been formed 

in which the web governs the world, and it has been proposed to add to another sharp 

health awareness framework in which the patient is checked on a regular basis. 

 



28  

 
Fig 15 : Proposed Architecture 

 

Spark is a fast and general-purpose cluster computing system for large-scale in-

memory data processing. Spark has a similar programming model to Map Reduce 

but extends it with a data-sharing abstraction called Resilient Distributed Datasets 

or RDD. A Spark was designed to be fast for iterative algorithms, support for in-

memory storage and efficient fault recovery. Spark Core consists of two APIs which 

are the unstructured and structured APIs. The unstructured API is RDDs, 

Accumulators, and Broadcast variables. 

 

Objectives used 

• Sensor Node 

• Cloud/Firebase 

• User Node 

• This is a user-assistance layer. It is a system that allows users to access sensor 
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information and assess the state of patients. Client nodes is an Android 

application that runs on a smartphone. The user (doctor) may get sensor data 

and receive a push notice if the value exceeds a threshold value, as well as 

examine different patient details through report in an app. 

 

4.2  Hardware Description 

• Raspberry Pi 

• ATmega 328 

• Temperature Sensor 

• Motion sensor 

• Pulse/Heart Rate Sensor 

• ESP8266 
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Fig 16 : Work flow module 

 

Fig 17: Raspberry Pi Foundation 
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S/N. Label Voltage Description 

1. 3V3 3.3 volts Anything connected to these pins 

will always get 3.3V of power 

2. 5V 5 volts Anything connected to these pins 

will always get 5V of power 

3. GND Ground Zero volts, used to complete a 

circuit 

4. GP2 GPIO pin 2 These pins are for general-

purpose use and can be 

configured as input or output pins 

5. ID_SC/ID_SD/

DNC 

Special purpose 

pins 

 

Table 1: Raspberry Pi Voltage Details 
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Sensor Node Sensor node consists of various sensors that are used to sense 

the physiological parameters like temperature, heartbeat rate, and 

movement. These sensed signals are sent to ATmega-328, which will 

convert the analog signals into digital signals, these values are transmitted 

to the Raspberry-pi to update the data continuously to cloud. temperature 

sensor is used to sense the temperature. PIR sensor is a device that detects 

motion of a patient. Heart beat sensor is designed to give digital output of 

heart beat when a finger is placed on it. 

 Cloud computing is the use of computing resources (hardware and 

software) that are delivered as a service over the network (mainly the 

Internet). Cloud has abundant processing power, large amount of storage 

which can be scaled according to application needs. Modern technology is 

being shifted to Cloud based platform as it is suited for long-term data 

storage. For the implementation of proposed system, cloud storage such as 

Dropbox is used. Dropbox gives enough space to back up all the files and 

with a simple admin interface for adding new users.  

User Node This is a user support layer. It is a platform from where user can 

access sensor data and can analyze the patient's condition. User node is an 

android app in an android phone. User (doctor) is able to receive the sensor 

data, and gets the push notification if the sensor value exceeds the threshold 

value and also different patient details can be viewed via report in an app.  

Arduino Uno: Arduino Uno is a microcontroller board based on the 

ATmega328P. It has 14 digital input/output pins (of which 6 can be used as 
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PWM outputs), 6 analog inputs, a 16 MHz quartz crystal, a USB connection, 

a power jack, an ICSP header and a reset button. It contains everything 

needed to support the microcontroller; simply connect it to a computer with 

a USB cable or power it with a AC-to-DC adapter or battery to get started. 

The detailed description of the arduino board is shown in the Figure 3. 

"Uno" means one in Italian and is named to mark the upcoming release of 

Arduino 1.0. The Uno and version 1.0 will be the reference versions of 

Arduino, moving forward. The Uno is the latest in a series of USB Arduino 

boards, and the reference model for the Arduino platform. Some of the key 

features of the Arduino Uno include: • An open source design. The 

advantage of it being open source is that it has a large community of people 

using and troubleshooting it. • An easy USB interface. The chip on the 

board plugs straight into the USB port and registers on to computer as a 

virtual serial port. This allows to interface with it as through it were a serial 

device. The benefit of this setup is that serial communication is an extremely 

easy (and time tested) protocol, and USB makes connecting it to modern 

computers really convenient. • An on-board LED attached to digital pin 13 

for fast an easy debugging of code. 

4.2 Other Methods: 

4.2.1 Temperature Sensor: Temperature sensor is a device 

which senses variations in temperature across it. LM35 is 

a basic temperature sensor that can be used for 
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experimental purpose. It give the readings in centigrade 

(degree Celsius). The LM35 series are precision 

integrated-circuit temperature sensors, whose output 

voltage is linearly proportional to the Celsius (Centigrade) 

temperature. It Operates from 4 to 30 volts and has less 

than 60 Micro ampere current drain. The temperature 

sensor can be viewed as shown in the Figure 5. The circuit 

connections are made as follows: • Pin 1 of the LM35 

goes into +5V of the Arduino. • Pin 2 of the LM35 goes 

into analog pin A0 of the Arduino. • Pin 3 of the LM35 

goes into ground (GND) of the Arduino 

4.2.2 Motion Sensor: PIR sensors allows to sense motion, 

almost always used to detect whether a human has moved 

in or out of the sensors range. They are small, inexpensive, 

low-power, easy to use and don't wear out. For that reason 

they are commonly found in appliances and gadgets used 

in homes or businesses. They are often referred to as PIR, 

"Passive Infrared", "Pyroelectric", or "IR motion" sensors. 

The PIR (Passive Infra-Red) Sensor is a pyroelectric 

device that detects motion by measuring changes in the 

infrared levels emitted by surrounding objects. This 

motion can be detected by checking for a high signal on a 
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single I/O pin A PIR detector combined with a Fresnel 

lens are mounted on a compact size PCB together with an 

analog IC,SB0081, and limited components to form the 

module. High level output of variable width is provided. 

The PIR sensor has a detection range, ranging from 2-

3meters. Supply voltage of 3-5v.Current drain is less than 

50uA Temperature ranges from -15C to +70C. The PIR 

sensor back view and front view. 

4.2.3 Temperature Sensor: A temperature sensor is a device 

that detects and measures hotness and coolness and 

converts it into an electrical signal. At TE Connectivity 

(TE), we design and manufacture a broad portfolio of 

temperature sensors – including our NTC thermistors, 

RTDs, thermocouples, and thermopiles – designed for 

efficiency and easy installation,  with capacity to reliably 

integrate technology that responds to human behavior. 
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4.2.3 PIR sensors:  Allow you to sense motion, almost always 

used to detect whether a human has moved in or out of the sensors range. 

They are small, inexpensive, low-power, easy to use and don't wear out. 

For that reason they are commonly found in appliances and gadgets used 

in homes or businesses. They are often referred to as PIR, "Passive 

Infrared", "Pyroelectric", or "IR motion" sensors. 
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4.2.4 Pulse/Heart Rate: Pulse/heart rate is the wave of blood in the artery created by 

contraction of the left ventricle during a cardiac cycle.  

4.2.5 Sensor Heart rate is the speed of the heartbeat measured by the number of 

contractions of the heart per minute (bpm). The heart rate can vary according to the 

body's physical needs, including the need to absorb oxygen and excrete carbon 

dioxide. It is usually equal or close to the pulse measured at any peripheral point. 

Activities that can provoke change include physical exercise, anxiety, sleep, stress, 

illness, and ingestion of drugs. Many texts cite the normal resting adult human heart 

rate range from 60 to 100 bpm. Tachycardia is a fast heart rate, defined as above 

100 bpm at rest. Bradycardia is a slow heart rate, defined as below 60 bpm at rest. 

Several studies, as well as expert consensus indicates that the normal resting adult 

heart rate is probably closer to a range between 50 to 90 bpm. During sleep a slow 

heartbeat with rates around 40 to 50 bpm is common and is considered normal. 

When the heart is not beating in a regular pattern, this is referred to as an arrhythmia. 

Abnormalities of heart rate sometimes indicate disease. 

 

 

 

 

 

https://www.physio-pedia.com/Heart_Rate
https://www.physio-pedia.com/Blood
https://www.physio-pedia.com/Arteries
https://www.physio-pedia.com/Left_Ventricle_Heart
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Pulse Sensor is a well-designed plug-and-play heart-rate sensor for Arduino. It 

can be used by students, artists, athletes, makers, and game and mobile 

developers who want to easily incorporate live heart rate data into their 

projects. The sensor clips onto a fingertip or earlobe and plugs right into 

Arduino. The front and back view of the heartbeat sensor. The Pulse Rate 

Sensor should be connected to Uno as follows:  

• Signal(S) to A0 • Vcc(+) to 5V • Gnd(-) to Gnd 

The methods for implementing the system is detailed in this section. While realizing 

the system in a sequential fashion, the sensor node, cloud, and end user device will 

all come into play. The data is captured by the sensor node and sent to the cloud, 
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where it is received by the user node. All of the Arduino's detected signals are 

transferred to the Raspberry Pi through serial connection. A python programme is 

run on the Raspberry Pi, and the results are shown in the Python shell. Dropbox cloud 

storage is employed in this system, and in order to access it, an account is formed 

that produces a key. For authentication to upload and download data, paste this 

Dropbox key into the Pi code. The URL created as output in the python shell is passed 

to the dropbox developers, and an access token is generated in the dropbox 

developers, which is copied to the output window. On the Pi desktop, the sensor 

output is shown, and the same data is saved in a file. The identical file will be 

uploaded to cloud storage whenever an internet connection is established. The user 

App retrieves sensor data from the cloud. If the sensor value exceeds the threshold 

value, it also receives a push notice. 
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Fig 18: Architecture of cloud-assisted wireless body area network in mobile emergency medical care 

system. 

 

Figure shows a safe authentication and key agreement technique for a cloud-assisted 

WBAN system based on extended chaotic maps. Before being sent, the health data 

acquired by WBAN's body sensors will be encrypted. The monitored patient can 

permit medical caregivers to access his or her health things saved in the cloud in order 

to provide real-time analysis with continuous remote monitoring on stream-oriented 

health items, which not only offers home care but also enhances life quality. The 

suggested approach may successfully handle the difficulty of participant 

authentication in mobile emergency medical care systems, according to security and 

performance studies. 
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Data Encryption 

Cryptography is a security system for exchanging information and communicate. The 

encryption technique converts plaintext, also known as the original message, into 

ciphertext, as seen in below Figure. The message is sent from the sender to the receiver 

through the public channel. After that, the communication is encrypted and converted to 

plaintext. 

 

 

 

 

 
Fig 19 : Common model of data encryption and decryption. 
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CHAPTER 5 

RESULT
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The Future work of the project is very essential in order to make the design 

system more advanced. In the designed system the enhancement would be 

connecting more sensors to internet which measures various other health parameters 

and would be beneficial for patient monitoring i.e. connecting all the objects to 

internet for quick and easy access. Establishing a Wi-Fi mesh type network to 

increase in the communication range. 

 

Compare Previous and our proposed method ESP-IOT-CBHCS for Cost, accuracy, 

sensitivity. 

This study proposes ENHANCING 

SECURITY AND PRIVACY IN IOT 

CLOUD BASED HEALTHCARE 

SYSTEM infrastructure. This involves in 

monitoring the patient health from remote 

area.  

Machine learning can be used to analysis 

the ECG data instead of manual 

monitoring. This helps to unsupervised 

the process and also involves in reducing 

the cost. 

Average response time of 

50 request is 45 ms 

Measure is approximately 

97.0 when the number of 

clusters is 2 

Accuracy  

The voice signal is represented using the 

local binary pattern (LBP) on a Mel-

spectrum representation of the voice signal 

Scalability can be further increased by 

using the smart devices, and microphone 

This method doesn’t involve in handling 

large amount of data 

Accuracy 

LBP + ELM = 90.1% and 

LBP + GMM = 95.7% 

The framework transfers ECG and other 

data related to the healthcare professionals. 

Monitoring is based on the mobile devices 

and sensors 

Machine learning can be applied to 

monitor the signal and involves in 

reducing errors and increases the 

accuracy 

Extracting more features from the data 

involves in increasing the execution time 

PSNR: existing = 58.38 

and proposed = 64.35 

Classification accuracy: 

While extracting 37 

features = 91.1% 

Execution time: while 

using three instance 

server = 3.3 ms 

IoT messages are encrypted using the IoT 

group key and shared to the patient. 

Flexibility and scalability are need to be 

increased 

When number of attributes 

is 60, Encryption 

cost = 0.025 s and access 

policy update query 

cost = 0.0011 s 

This research involves in solving the 

complexity and heterogeneity of data in 

IoT by tracing the data back to the router 

using Petri Nets 

This method needs to develop an 

unsupervised model to process in the 

real-time system effectively 

Accuracy = 86%, 

sensitivity = 91%, and 

precision = 94% 
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We can connect to all the other branches of the concerned hospital and thus the 

critical patient’s data can be sent and observed for better treatment. Healthcare costs 

can be reduced because issues can be addressed before they become acute, which 

could lead to fewer hospital visits. It will be easier for relatives and other remote 

caregivers to keep track of their relative’s health from a distance. In the home 

we will guide one educated person instead of doctor about treatment with respect 

to basic medicine when the sensor value reaches greater than threshold value. 

Instead of medical application we can use our system in industrial and agricultural 

application by using sensors like humidity sensors, fertility check sensors, and many 

more. 
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CHAPTER 6 

CONCLUSION
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The project Remote Patient Monitoring System is a telemedicine application which 

allows the doctor to view the patient’s vital signs and parameters remotely and 

dynamically in real time. A smartphone-based health monitoring system has been 

presented in this project. By using the system, the healthcare professionals can monitor, 

diagnose, and advice their patients all the time. The physiological data are stored and 

published online. Hence, the healthcare professional can monitor their patients from a 

remote location at any time. The system is power efficient, cost effective, flexible and 

robust solution supporting a unique mobile based computational platform. It is easy to 

use, fast, accurate, high efficiency, and safe (without any danger of electric shocks). 

In this project, the realized system can be a prototype for health care system to monitor 

patient's health status continuously. The system is comprised of low-power profile 

sensors to measure various physiological parameters of the patient. Raspberry pi is used 

for this application because of its multi-tasking capability and low power consumption. 

Dropbox is used for cloud storage. Also, this system can be installed easily in all the 

hospitals and huge data obtained can be stored in the database, which are very much 

valuable. Even the results can be made to be accessed from mobile through an 

application. In contrast to other conventional medical equipment, this system has the 

ability to save data for future reference. Finally, the reliability and validity of this system 

have been ensured via field tests. The field tests show that our system can produce 

medical data that are similar to those produced by the existing medical equipment. 
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Abstract 
 one of humanity's greatest difficulties is health. In the recent decade, healthcare has gotten a lot 

of attention. Not just for sensory equipment, but also for communication, recording, and display 

equipment, technology plays a significant role in healthcare. It is critical to keep track of numerous 

medical markers as well as the post-operative days. As a result, the most recent trend in healthcare 

communication methods utilizing the Internet of Things (IoT) has been adopted. Due to its superior 

technology, the patient monitoring system has recently become one of the most significant advancements. 

At this time, a modern strategy is required. The underlying issue with the old technique is that in severe 

cases, health care experts must be present at the patient's location at all times to check symptoms on a 

frequent basis. To overcome this issue, health professionals must design a dependable patient monitoring 

system that allows them to monitor their patients remotely. The project is a wireless health monitoring 

system based on mobile devices that may deliver real-time online information on a patient's physical 

status. The Raspberry Pi is employed as an important element of the processing in this project, as are 

sensors like as temperature, pulse/heart rate, and PIR. These sensors are wired to an Arduino board, and 

reads the sensor readings and sends them to the Raspberry Pi through serial connection. The sensor data 

is now saved in a file on the Pi, which is then transferred to the cloud over the Internet. Finally, this 

uploaded data is retrieved through the user app. The same data is then transferred to the patient and 

doctor via Firebase to further improve treatment by obtaining patient information in a timely manner. 
 

Keywords -- Health Care System, Raspberry Pi board; Heartbeat sensor, Temperature sensor; Cloud; Internet of 

things, Esp8266. 

 

 
I. INTRODUCTION 

The Internet of Things (IoT), which uses a number of interconnected devices and networks to deliver digital 

solutions and monitoring systems across healthcare systems, is a game-changing technology in this field. 

Security is a significant concern in the creation of an IoT-based healthcare system since it deals with 

sensitive and secret patient information. 

The internet has a significant influence on our day-to-day lives in a variety of ways. The basic idea behind this 

widely acknowledged technology is to link items to the Internet in a simple and effective manner. When items 

or devices are connected to the Internet, users may access and control them from anywhere in the world. These 

gadgets may also be operated with the help of computers, which allows users to configure the device [1],[4]. 

Under certain situations, the gadgets can conduct a series of operations. To communicate, these gadgets use 

sensors, microcontrollers, and transceivers. Military, business, healthcare, retail, and transportation are some of 

the most common uses of wireless communication networks.  

These networks can be wired, cellular, or ad hoc. In society and industry, wireless sensor (WSNs), actuator 
networks, and vehicle networks have all attracted a lot of interest. The rising use of Internet of Things (IoT) 
gadgets and IoT networks in recent years has made them vulnerable to different security assaults. To provide 
confidentiality, authentication, access control, and integrity, among other things, effective security and privacy 
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protocols must be deployed in IoT networks. A complete assessment of security and privacy problems in IoT. Is 
presented in this research. Unfortunately, the bulk of these devices and apps are not built to withstand security 
and privacy attacks, resulting in a slew of security and privacy vulnerabilities in IoT networks, including 
confidentiality, identification, and integrity of data, access control, and secrecy[2]. Information security is a 
concern for both cloud consumers and cloud service providers. Because there is a risk of cloud-based attacks 
that compromise security features such as confidentiality, availability, and integrity. Intrusion Detection 
Systems (IDS) are used to improve the system's security and resilience to both internal and external threats. The 
basic objective of an intrusion detection system is to identify an intrusion and, if required or practicable, to take 
steps to eliminate it. There are primarily two approaches for detecting intrusions [3]. 

 
 

II. LITERATURE REVIEW 
Several attempts have been undertaken in the domain of IoT data processing and storage. Some existing 

relevant work in the area of IoT data protection in the cloud service may be summarized as follows: 

Health is a fundamental capability that people require to properly sense, feel, and act, and as such, it is a key step 

in the development of both the individual and the environment in which they live [3]. As a result, proper ways 

and means must be provided to enable optimal health care based on parameter monitoring and direct provision of 

medical aid. 

Development and application of new technologies, particularly internet Online and Wireless also known as 

internet of Things (IoT), offer a worldwide framework for the development of health care system infrastructure 

[5][2]. This results in an e-health system that provides a vital set of information to all participants (patients, 

nursing and medical personnel, and health insurance companies) in real time, regardless of their current location. 

In many circumstances, real-time model parameters are not accurately recorded in clinics and hospitals, making it 

difficult for hospitals to monitor patients' health status on a regular basis. Constant monitoring of ICU patients is 

also impossible. 

This method is useful in dealing with problems like these. This project is intended for use in hospitals to monitor 

and measure different characteristics such as temperature, heart rate, and movement. The findings may be 

recorded and shown on a monitor using a Raspberry Pi. The result is then saved in the cloud and communicated 

to the user's end application over Wi-Fi. Doctors can get the findings using an app. 
 

III. OBJECTIVE OF THE PROJECT 

 
The project's goal is to create a dependable patient monitoring system that allows doctors to remotely check 

a patient's health state. The doctor regularly monitors the patient in this initiative without ever visiting the patient. 

Physiological characteristics such as temperature, heart rate, and mobility are sensed using a variety of sensors. 

These detected signals are sent to the Raspberry Pi through ADC, which converts analogue impulses to digital 

signals, allowing the data to be updated continually. Data is delivered to the cloud over Wi-Fi and stored, after 

which it is wirelessly sent to user end application. As a result, the doctor may view the patient's data while seated 

in his cabin. 

When the patient is in a critical situation, he takes the essential steps to help them. 

Firebase Database with Arduino UNO and ESP8266 Module. Storing data (such as sensor data) in a database that 

can be accessed from anywhere by the Internet can be very useful. Firebase makes it easy to store and retrieve 

data. This is a better option, which can store the data without any attack and send it from one place to another 

securely through WiFi. Due to which health service to the patient can be done continuously at home. 

 

IV. PROBLEM DEFINITION 

In today's medicinal services framework, patients who remain at home after surgery are checked by an overseer 

or a medical career. This method may not be capable of continuous monitoring, because anything may change in 

a well-being metric in a matter of seconds, and if a guardian or attendant is not there at the moment, more 

significant injury can occur. As a result of this invention, a period has been formed in which the web governs the 

world, and it has been proposed to add to another sharp health awareness framework in which the patient is 

checked on a regular basis. 

 

V. PROPOSED SYSTEM/METHODOLOGY 
The complete system may be broken down into three parts: Sensor Node, Cloud Backend, and User Node. 

The raspberry-pi receives and analyses sensor data via an Atmega-328, which converts analogue values to 
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digital and sends them to cloud storage and the user over the internet. Figure 1 depicts a comprehensive block 

schematic of the system. This primarily contains the Sensor Node, Cloud Backend, and User Node. 

 
Fig-1: Block Diagram of Remote Patient monitoring system. 

 

Spark is a fast and general-purpose cluster computing system for large-scale in-memory data processing. Spark 

has a similar programming model to Map Reduce but extends it with a data-sharing abstraction called Resilient 

Distributed Datasets or RDD. A Spark was designed to be fast for iterative algorithms, support for in-memory 

storage and efficient fault recovery. Spark Core consists of two APIs which are the unstructured and structured 

APIs. The unstructured API is RDDs, Accumulators, and Broadcast variables. 

Processing: Large-scale datasets are frequently noisy, duplicated, and contain a variety of data kinds, posing 

significant hurdles to knowledge discovery and data modelling. In general, intrusion detection algorithms work 

with one or more forms of raw input data, such as the SVM algorithm, which exclusively works with numerical 

data. As a result, we prepare the data and transform the dataset's categorical data to numerical data. 

 

Objectives used 

 Sensor Node 

 Cloud/Firebase 

 User Node 
This is a user-assistance layer. It is a system that allows users to access sensor information and assess the 

state of patients. Client nodes is an Android application that runs on a smartphone. The user (doctor) may 

get sensor data and receive a push notice if the value exceeds a threshold value, as well as examine different 

patient details through report in an app. 

 

Hardware Description 

 Raspberry Pi 

 ATmega 328 

 Temperature Sensor 

 Motion sensor 

 Pulse/Heart Rate Sensor 

 ESP8266 
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Fig-2: Proposed Flowchart for Remote Patient Monitoring System -an 

IoT based approach. 
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